Rise of the Underdark

This presentation was created by Tim Leonard and is protected
via the Bitcoin BlockChain by



This presentation is designed to help bankers understand the
sophistication carders and thieves use to acquire data and avoid
detection. All local laws apply and nothing in this presentation
should be used for illegal or malicious purposes. The images
used in this presentation are for educational purposes only. Fair
use applies. Tim Leonard is providing this education for the
greater good.

The views and opinions expressed, in this presentation, are not
those of Commercial Bank of Texas.




Objectives

Opsec and Tradecraft
Anonymous IDs

Burner Phones

Tails Operating System

TOR

Onion Browsers

Anon Emails and PGP
Bitcoins

The Dark Web / Underdark
Carding and Agent Handling




OpSec

Processes used to protect information that

can be used against us. OPSEC challenges

us to look at ourselves through the eyes of
an adversary .
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Tradecraft

“Tradecraft, within the intelligence community, refers to the
techniques used in modern espionage and generally, the activity of
intelligence.” - wikipedia, September, 2014
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Deep Web | Dark Web | Underdark

 Drugs, Human trafficking, copyrighted
media, pornography, weapons, political
dissidents, stolen credit cards

 Websites end in .onion
 Only accessible with Tor




Keep Your Mouth Shut!



There is no such thing as a safe
computer or cell phone.



Anon |IDs




Anon IDs

A separate email is not enough

Build elaborate online personas

Understand the Psychology of

Lighting, Sounds, Clothes, Sme
Writing styles ( Stylometrics)
Believe your own lies
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Allen Anderson

‘ Allen'Anderson pdatenfo (I View Activity Log | -+

Timeline About Friends Photos More -

In a relationship

From Memphis,




Anon IDs

Keep Separate “Golden Rule”
Operate in large metropolitan areas
Burner Phones, Laptops, Tails
Public Wifi

Anon Emails / Social Networking
Encrypt Everything 4096 if Possible
Dead Drops




Anon IDs

“It only takes one slip to compromise your true identity”

| don’t know /
those fools.
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Burner Phones




Burner Phone Rules

Cash only + No loyalty cards

Purchase far from home

No smart phones or GPS (getting harder)
Removable battery!

60+ days till activate

Personal “No Call List”

Leave your regular phone at home

Buy other stuff with only cash



Tracking Cell Phones

Cell Towers
GPS

Wifi Networks
Bluetooth

Accuracy




Tracking: Cell Towers

Antenna Density and Location Antennae



Tracking: Tower Dumps
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Tracking: Tower Dumps

How “cell tower dumps” caught the High
Country Bandits—and why it matters

by Mate Anderson - Aug 29, 2013 7:00am CD

10, the FBI field
andits"—a ratl




Burner Laptop Rules

e Pay Cash

e DBAN old hard drive

e Never use at house
 Walk away if needed

e Removable HDs are nice

e Legit O.S. can decoy

 Be aware of identifying info
e Use Public Wifi

e www.dban.org

DBAN




Burner Laptop

STARBUCKS COFFEE

theamnesicincognitolivesystem




THE ONION BROWSER
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Verify Tails and Build USB

« Tails

theamnesicincognitolivesystem

Download, verify and install

Tails is Free Software, you can download it, use it and share it without Download
restriction.

Tails 1.1.1

September 2, 2014
. First time user?

Download the IS0 image
. Verify the ISO image

. Stay tuned
. Installation

] First time user?

® e If you don't know what a metadata or a man-in-the-middle attack is.
* If you think no-one can eavesdrop on your communications because

you are using Tor. ==
s If you have no notion of how Tails works. ‘ Donate

Then, check first the about and warning pages to make sure that

Tails is the right tool for you and that you understand well its
limitations.




2 Download the ISO image

@ You will download Tails in the form of an ISO image™: a single file that you
" will later burn on a DVD or install onto a USB stick or 5D card.

Direct download BitTorrent download

LATEST RELEASE LATEST RELEASE

Tails 1.1.11SO image Tails 1.1.1 torrent

CRYPTOGRAPHIC SIGNATURE CRYPTOGRAPHIC SIGNATURE

Tails 1.1.1 signature '® The cryptographic signature of the ISO image is
also included in the Torrent.

If you're not sure what the cryptographic signature
Additionally, you can verify the signature of the

Torrent file itself before downloading it.

ol I O ol O ol P ol O
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SEED BACK!

Seeding back the image once you have downloaded
it is also a nice and easy way of helping spread
Tails.

List of current known issues in Tails.




Let’s Recap

Burner Phone
Burner Laptop
Tails USB Key
Public Wifi
Cash

Coffee !l




Stanford University Surveillance Law

by Jonathon Mayer courserad

Decrypting Your Devices (Fifth Amendment Privilege) (10:51) Help Center %

Compelled

Self-Incriminating

Testimony




Stanford University Surveillance Law

by Jonathon Mayer courserad

Compelled Biometric Decryption (3:28) Help Center !

In order to be eligible for Fifth Amendment protection,
a security feature must involve a mental secret.




Deep Web



Two Rules When
Operating In The
Deep Web



1. No pornography
2. No politics



Welcome! | Silk Road [ == |

messages 0 orders 0 account B0.0000

Search
Iy Category

Drugs 1
Cannabis :
Dissociatives 20(
Ecstasy 1,291
Intoxicants 63 ;
Opioids 362 i ' o
Other 31 -

From the fi

Precursors 46 Vallum (Apaurine) 10mg x Oxycontin 30 mg "Roxys" 10 Grams Pure Crystal Meth
100 Pharmacy Fresh Free Ship! Methamphetamine
B81.6865 180.4260 B6.1324

Prescription
Psychedelics 1,3
Stimulants 1,42¢
Tobacco 31t
Apparel 530

Art 74 | — .
o Gk i Bl ] woetifaidn

Biotic materials :

Books 1,161 1 D

Collectibles 21 %

Computer equipment 106 1,5 GRAMS DUTCH WEED Prima Lux Slims 6 (10 packs [HGH] Human Growth
Custom Orders & GROWN IN ITALY!! x 20 cigarettes) Hormone 200iu Set (Biu x
Digital goods #5: B0.1678 #0.3166 B7.5712

Drug paraphemalia 44




m Main Page

Country index

1 About us
m Contact us

discuss ViEW SOUrce

WikilLeaks

... could become as important a journalistic tool
as the Freedom of Information Act.

Time Magazine

Get involved Su bm]t Browse by

Contact - Donate - Contribute - Follow dﬂcumEﬂiS Country - Region - Language - Year




FAQ Terms of service

I'm swipin’ it
WALLET
$0.00

BROWSE DUMPS

WHOLESALE

ACCOUNT

CHECKER

SUPPORT

Account

Orders

All countries

* Checks price: 30.2

* Dumps from packs are not refundable
* Citipank is currently not refundable

* Maestro is curmently not refundable

10 %  records per page

Track 2 Country Brand Category

No data available in table

Showing 0 to 0 of 0 entries

Exp. date

Name

Settings Logout

Checker




Anon Emails

Create multiple emails across different
providers.

Create a PGP key for each email address to
encrypt traffic. Use at least 4096 bit.

Do not publish your public key to key servers.
Never mail to or from your personal email.

Use separate burner phones to authenticate.

Bz Outlook

YaHoO! Mail




Pretty Good Privacy (PGP)

A and B agree to exchange public keys

CDonr

Public Key

oL

Public Key

A uses B’s public

A efRIER BREHBted
docliacument .- 4 toEI?’decrypts document

= with private key

) —

A B

~ D) | —m—
Private Key

A==

Private Key




PGP Cont.

Encrypt everything!
Encryption is worthless with weak passwords.

If your private keys are compromised so is you
encryption.

Never use any personal identifying info even if
it is encrypted.

Change your keys often.



PGP Encrypted Email

BEGIN PGP MESSAL
Version: GnuPG v2.(0
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Let’s Recap

Burner Phone
Burner Laptop
Tails USB Key
Public Wifi
Cash

Tor

Anon Emails




BitCoin

Satoshi Nakamoto




What Bitcoin Is

A decentralized digital currency

Not under control of any govt. or central
authority

You can obtain them P2P, by selling services or
products, or from on ramps.

1CvSGR947LmbRzRNciDmJcXyVoTGfIxdEg




Bitcoin Cont.

USD EUR GBP CAD CNY

466.50

2824

473.89
464.53
466.50
465.60

Tl

A T W T

Last change 09:21




Bitcoin Mixing Services



Carding



www.tyner.com !!Clear Net!!

(O Tyner

Closed September 26

Portable Magnetic Stripe Readers

@Tyner \\eekly Specials Click Here

US and Canada 800-640-9792
International 469-952-2527

Monthty Specials
Card Beaders (desktop

Portable Magnetic Stripe Readers

These magnetic card reader products are new and original, and come complete with software, cables, and power cord sets.

NEW- Bluetooth
Card Writers

Card Reader Bundles

Card Super Bundles

MER6G00
Emboszers {mini600) with
LCD dizplay

Minid00b
Bluetooth

MSRSO0EX
(minil23ex)
Extreme

MSR400TT
{mini400)
USE

Mini400-2G MSRS00M

(mini123)

Time and Attendance

TA32
(PMEG00)
Tippers

L325xWO0T3ix
L25xW07xH H 1.0 inch
1.0inch (Lé6x
W19=zH25 cm)

16"=x0.8"x .
33" % 0.75" | 3.25" £ 0.8
L7 x12"x 145" (12" (L 47xW 3.23"x0.75" |3 x0.8"x

1.03"

Cash Pavments

L8xW15xH x10

Home Page
Contact Us
Terms Of Sale

Hours: Monday - Friday. from 8am to 4:00pm
Central

MEeEmory

2 million

25 cm

22xH31em)

12k

12k

12k

512k

tracks

1,2, &3

2, &3

1,2, &3

1,2, &3

1,2, &3

512k

EWipes
stored

8200

2000

2000 - 3000

2000 - 3000

2000 - 3000

1,2, &3

1,000 - 3,000

color

black

black

black

black

black

black

computer
interface

software

USB

Bluetooth and
USB

USB

zerial or USE

USE

weight

¥es

yes

yes

yes

yes

18 ox

190z

180z

date/time

yes

yes

yes

Retail

September

L34

=5

Special

There are other places in the deep web




Card Encoder




Dead Drops

Packages should be shipped to vacant houses
Track packages online and get quickly

Use Tor to track packages

Remember “Golden Rule”

Use Mules/Runners to get packages for you

The more layers the more anon. but more
complex to manage

Don’t get lazy!




Counter Surveillance Routes



Agent Handling

“It only takes one slip to compromise your true identity”

You Case Officer Agents Use
Cards

Agents Use
/ Cards

Case Officer
\ Case Officer







Russia might ban Tor and virtual private
networks

Share This Article

n 488 70

ost bloate

e Kremlin

Privacy and Anonymity = Freedom




Demo



